Useful Plugins

How to execute factory reset (unlock pattern/user
pin) in android devices using RIFF Box eMMC/UFS
Manager plugin.

In cases where android device is locked up due to forgotten password or userlock
pin, factory reset cannot be executed from phone menu. To overcome this problem,
kernel command line method is implemented.

Upon boot, kernel will check MISC or PARA partition for presence of commands and
if found they will be executed. Also /cache/recovery/command is parsed and
commands executed if found in command file.

Example of such command structure from Samsung combination firmware:
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In order to perform factory reset, obviously such command must be written to any
of supported locations so kernel can read it and execute on startup. To do this, we
implemented universal method which search for MISC or PARA partition and uploads
required commands to these partitions.

RIFF Box eMMC/UFS Partition manager plugin supports all android devices/versions
and it's very simple to perform this operation.

- Establish connection with device (via USB or ISP/JTAG)

- Click "Parse Connected Memory"

- Click "Factory Reset"

- Disconnect device, assemble and power on

- Wait for reset to finish. On some devices it can take up to 15 minutes for factory
reset.

Page1l/2
(c) 2026 Legija <> | 2026-03-05 01:21

ps://faq.riffbox.org/content/10/75/en/how-to-execute-factory-reset-unlock-pattern_user-pin-in-android-devices-using-riff-box-emmc_ufs-manager-plu


https://faq.riffbox.org/content/10/75/en/how-to-execute-factory-reset-unlock-pattern_user-pin-in-android-devices-using-riff-box-emmc_ufs-manager-plugin.html

[N eMMC Based FullFlash Image Files Processing Plugin. Version 5.12

Menu Options File About Help

Useful Plugins

~lal x|

==, Image Partitions | | Contents Explorer |
HEREZ | €9 Present | #® Location on Chip | 2] Partition Id & Name | @ Fs | 5, Relative [ Starting Offset | 4 SizeinBytes |+
1 188 USER_AREA GPT exeaen 6000 a0e0 BxB0e0 6268 S586¢
2 108% USER_AREA OPPODYCNVEK BxEaen 600a SBa8 BxEE0E BBAE BBEE
3 180% USER_AREA OPPOSTANVEK ewaaen aaA0 SBe0 axeaes 6aAE BBEE
4 leeX USER_AREA MODEMSTL BxBaen 0140 D008 BxBeen eRla bRBE
5 1868% USER_AREA MODEMST2 Bx0806 8158 5660 BxBE00 8213 BREE
[ 1803 USER_AREA PERSIST exeaen al7ae S5ee0 Bxeeen 8208 2BeE
7 188% USER_AREA OPPORESERVEL BxBiaen 8378 Se0e Bx@een eBoe peaE
-
||_| Assigned automatically j
I M Direct/ISP {Memory is connected to RIFFBOX eMMC Interface) j I [ User Area Partition j

setting the 2] Read Partition 1 Full Area
Backup 1s s
Flease rest

ster Reset Event...OK
ed inte file: [2@2@e538 125511 misc_eees2Fieeess.frstbkp]
the phone!

[ Flash Partition 1Used Area

14| Flash Partition 1 Full Area

] Erase Partition 1 Full Area

I Adjust GPT for Current Chip

!“ Factory Reset
ﬁ_,? Remove FRP Lock
,:11 Display Android Info
_] Chedk for Blank

Local Dump File Name: £ Parse Local Dump File

e R ST E
T | e comectdvenoy

| [completed in 00:00:00.015

i Re-parse by Scatter File

[33skeE 4

If factory reset is done over ISP connection, great care must be taken during shield
removal and soldering. Aprox 20% users can't do this properly and damage their (or
their customers devices) usually by breaking resistors on CLK signal. In case that
device doesn't turn on after assembling, make sure there is no physical damage to
any parts in soldering area and that shield removal didn't damaged prints on board.

In most cases CLK resistor value is 24 ohms, but can be shorted with jumper if
resistor is broken and cannot be replaced.

Important note !

DO NOT try powering up device with wires still on board. It can damage
device and certainly will cause panic as new phones wont boot properly
with wires still on.
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