Useful Plugins

How to remove FRP (Factory Reset Protection)

using RIFF Box, generic instructions
Factory Reset Protection (FRP) is a security method that was designed to make sure
someone can't just wipe and factory reset your phone if you've lost it or it was
stolen.
In cases where data wipe is attempted without deleting Google account first, FRP
comes up and requires Google account sign in in order to use the device.

FRP can be disabled by erasing FRP partition content, or restoring factory FRP
partition.RIFF Box software supports few methods of FRP erasing:

e Pre-edited repair package,
In this example we can see conditional operations check box dialog, for
Alcatel 5010x:

Please Select....

e } Alcatel 5010%
! I'_'_’ Select fun

! Preloader (128.00 KB)
= Secro (4.25 MB)
A Erase FRF (8.00 ME)

I @_QK | [ i&d Cancel

¢ Manually using eMMC Plugin:
Manual

e Erase FRP via ISP/Direct eMMC access
e Erase FRP via MTK USB access
e Erase FRP via Qualcomm USB access.

First, establish connection to chip or device, depending on connection method.
Start eMMC Plugin (Useful Plugins -> eMMC/UFS Partuition Manager)
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'R JITAG Manager for RIFF Box. Version: 1.87

: - : i - : ) =
| EEr w— | e
——— [ Show All Resurrectors
—— 0 0 0 0 000 b o e | ==
This plugin is a powerfull tool viding ypu have the required | r .

boot files from an official firmware oirare nol yet supported by a HTC
dedicated resurrector DLL. HTC Desre 700 OP401000 [1SP] [PKC

This plugin works with eMMC im

1. Image Files or Phones withaot Reford (£65) formatting.
Most of eMMC-bootable mch stylg. In this case partitions
are accessed in standardions for OS image partition —
(compare with qualcomm hndafone partition descriptor
block which contains info odregs, the eMMC partitioning
is one MBR sector atficed royghout the eMMC address
space in a literally random v

Image Files or Phones whig

(EBR) formatting, but instea: PIT Table (some Samsung
phones);
Image Files or Phones whipnd Extended Boot Record
(EBR) formatting, but instea |EFI Table (some Samsung,
LG. Pantech and other phon

Please note, in previous versic,

e Click "Parse connected memory"
* Click "Remove FRP Lock"
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_?!'g'] Read Partiion 1 Full Area

ﬁ Flash Partiion 1 Used Area

_?!'g'] Flash Partition 1 Full Area

\_] Erase Partition 1 Full Area
@ Adjust GPT for Current Chip
i“ Factory Reset |
| ‘37 Remove FRP Lock ||
ii, Display Android Info
J Check for Blank

¢ -] Parse Local Dump File

_E_E_L, Re-parse by Scatter File

" —_— 0 .
+— Parse Offidal Eirmware

ii Parse Connected Memary

Software will backup FRP partition first and then erase FRP lock from device
memory.

This method is universal and it's effective for all Android based devices, including
Oppo, Vivo, Xiaomi, Samsung, Huawei, Motorola and any other brand possible.
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